111k

oa.nju.edu.cnf]

o (111 HPCIITD [T (I
ecard.nju.edu.cn[TTTTTTTTITITIT] (M1
T

e [T1 HPCTIT] scc.nju.edu.cn [TTTTIT]

o [TIIIIIIIIIIIIIT] “Update Password”
(T

1. MM Web[IT]

2. [III111 Web[ITIT] https://entry.nju.edu.cn

3. M

4. [T RFC 6238 [] TOTP [I1] ~ APPIIIITITITIIITIITITIT]
om

e [TTITI [T] OTP

Google Authenticator : App Store Google Play

Microsoft Authenticator : App Store Google Play

FreeOTP Plus : NJU F-Droid Google Play

andOTP : NJU F-Droid Google Play []

Aegis Authenticator : NJU F-Droid Google Play

Red Hat FreeOTP : NJU F-Droid App Store Google Play



http://authserver.nju.edu.cn/authserver/login
http://authserver.nju.edu.cn/authserver/login
https://hpc.nju.edu.cn
https://entry.nju.edu.cn/
https://datatracker.ietf.org/doc/html/rfc6238
https://apps.apple.com/app/google-authenticator/id388497605
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://apps.apple.com/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://mirror.nju.edu.cn/download/FreeOTP+
https://f-droid.org/packages/org.liberty.android.freeotpplus/
https://play.google.com/store/apps/details?id=org.liberty.android.freeotpplus
https://mirror.nju.edu.cn/download/andOTP
https://f-droid.org/packages/org.shadowice.flocke.andotp/
https://play.google.com/store/apps/details?id=org.shadowice.flocke.andotp
https://www.coolapk.com/apk/org.shadowice.flocke.andotp
https://mirror.nju.edu.cn/download/Aegis%20Authenticator
https://f-droid.org/packages/com.beemdevelopment.aegis
https://play.google.com/store/apps/details?id=com.beemdevelopment.aegis
https://mirror.nju.edu.cn/download/FreeOTP
https://f-droid.org/packages/org.fedorahosted.freeotp/
https://apps.apple.com/app/freeotp-authenticator/id872559395
https://play.google.com/store/apps/details?id=org.fedorahosted.freeotp

e OTP Authenticator : NJU F-Droid

e LastPass Authenticator : App Store Google Play

5. I APPIIITIIIT]

o (T T I T yaoge@nju.edu.cn

QLT T T

6. [0 [111

Web

1. 11 Web[IIl https://entry.nju.edu.cn

2. JIITIIITIITIIId

3. I APPIIIIIIIT
4. (MTTIITIITIITIIITT ssh/sftp/xfwd/rdpITT1T]
5. OIII111] 11 11T Web[TTT] CLIITO Xshell

SSH

1. IIIT1110™ entry.nju.edu.cn[IIT] 22[1110
(T njucm.yaogel23.com[IT] 7022
2. [ O
(LITITIT]
e Username: [T111]
e Username: 11111 /M IP/OIIIIIITI] yaoge[lT]] I[P 210.28.130.15
(TII110 root[T11] yaoge/210.28.130.15/root([]

3. [T

e Password: [TT1T1 2nd Password: [T11] APPIIITIT

e Password: [T1T] +[[ +[OTIIITT YaoGel23 [T]] APPIIIL 123456

T YaoGel23 123456 []


https://mirror.nju.edu.cn/download/OTP%20Authenticator
https://f-droid.org/packages/net.bierbaumer.otp_authenticator/
https://apps.apple.com/app/lastpass-authenticator/id1079110004
https://play.google.com/store/apps/details?id=com.lastpass.authenticator
https://entry.nju.edu.cn/shterm/#/loginuser/loginhelp/helptodownloadsc
https://entry.nju.edu.cn/
https://entry.nju.edu.cn/shterm/#/loginuser/sessionconfig

4. SSH[ITTIT X11-Forwarding[]

5. SSHT] Putty[] Xshell[] Bitvise SSH Client[] iTerm2[] Termius......

SFTP

1. 11T entry.nju.edu.cn[I1T] 22111
11 njucm.yaogel23.com[IIT] 7022

2. Username: [T111] /1 PATIIIIIIIIN yaoge[T]] IP[J 210.28.130.15
(TTII11] root[111] yaoge/210.28.130.15/root[]

3. Password: [T1T] +0 +[IIIIII10 YaoGel23[TT] APPIII 123456[111]

YaoGel23 123456[]

4. SFTP 1110 Xftp(Windows [T] )[J WinSCP[] Bitvise SSH Client[] Termius(macOS [T] )[

FileZilla[] LFTP

e WIinSCP [T11] “M1N (Background Transfers)”

e FileZzilla [JTITIIITIIITIIN “m (Site)"0 “OI10d (Transfer Settings)”
10 “0IIIIn (Limit number of simultaneous connections)”[11] “[I110
(Maximum number of connections)”[] 1

5. SFTP [I11J SFTP Drive[] SSHFS

e SFTP Drive [T]] “Authentication Type”[] “Password + OTP”

RDP

1. (111110 entry.nju.edu.cn[IIT] 33891111
(11110 njucm.yaogel23.com[IT] 7389

2. [T

3. [T APPLLITITIT]

1. 11 ST S



https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://www.xshell.com/free-for-home-school/
https://www.bitvise.com/ssh-client-download
https://iterm2.com/downloads.html
https://www.termius.com/download
https://www.xshell.com/free-for-home-school/
https://winscp.net/download.php
https://www.bitvise.com/ssh-client-download
https://www.termius.com/download
https://filezilla-project.org/download.php?type=client
http://lftp.yar.ru/get.html
https://www.nsoftware.com/sftp/drive/download.aspx
https://github.com/libfuse/sshfs

2. [ A T

entry.nju.edu.cn
3. ShellITIIIIIIIT] PSIIIIT] $ IO $+00
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