CI/CD [IIL

M M runner tag
M /o /0O /M /00000 (O job (11O runner(]
11 kaniko 111 runnerf]
docker run / compose [] Docker in DinD dind [TT] runnerf]
Docker
tags [111J
e [TT111T1 runner[IT] tags [IT]  job[ kaniko [TTITIIIIT] tags: [docker]
(

e [I[I1 DinDIT] tags: [dind] ——[I1IT] tag [J runner [I] job[J Docker[]

e [TT1T] runner[TT11T] runner TTTITTIT] tag[11] tags: [myrunner] []
o [TIIIIIIIN runner [I1] "Run untagged jobs" [T1T] tags [] job
T

[] job

([} . ]
(e e (1111 job[IT] job

HENRRRNNNNRRANNNNNNE stage [J script [(TTTTTIT] M job

=00 +00 -+




o [TTTTTIITIITIIIIIOId Docker daemon[J]

e [[] docker build [TTTIIIIII] kaniko / DinD [IT]
o [TITIIIIIO Docker Hub / gcr.io / ghcr.io / quay.io / nvcr.io / registry.gitlab.com /

registry.k8s.io 1]

build:
stage: build
image: node:lts
script:
- npm ci
- npm run build
artifacts:

paths: [dist/]

test:
stage: test
image: node:lts
needs: [build]
script:
- npm ci
- npm test -- --reporter=junit --outputFile=report.xml
artifacts:
when: always
reports:

junit: report.xml

lint:
stage: test
image: node:lts

script:



- npm ci

- npx eslint .

package:
stage: package
image: alpine:latest
needs: [build]
script:
- tar -czf myapp.tar.gz -C dist .
artifacts:

paths: [myapp.tar.gz]

a4
[Tl package [ITIT] stage [ITITITITIT] stages: [build, test,
package, deploy] [J GitLab [I1T] .pre / build / test / deploy / .post [T]
deployment job[]
(TIII1110 rsync [] scp[] sftp[] WebDAVIIIIII] kubectl [TTITI1 ......
[INRRNRNRRNANERNANERED script [(TTITITTITT]
(| .
(LTI Token[IT] GitLab ] CI/CD
(LTI .gitlab-ci.yml [TT1TTT]
deploy:

stage: deploy
image: alpine:latest
variables:

GIT STRATEGY: none
environment:

name: production



url: https://myapp.example.com
resource_group: production
rules:

- if: $CI COMMIT BRANCH == "main"

when: manual

before script:

- apk add --no-cache openssh-client rsync
mkdir -p ~/.ssh && chmod 700 ~/.ssh
- install -m 600 "$SSH PRIVATE KEY" ~/.ssh/id ed25519

- install -m 644 "$SSH KNOWN HOSTS" ~/.ssh/known hosts

script:
- rsync -az --delete -e "ssh -i ~/.ssh/id ed25519" dist/ deploy@my-server:/srv/myapp/
- ssh -i ~/.ssh/id ed25519 deploy@my-server 'cd /srv/myapp && docker compose up -d'

(IIII110 Settings — CI/CD — Variables[T]
1l [ M
SSH_PRIVATE_KEY File (I
(I File[Il]  $SSH PRIVATE KEY
[IITITI install -m 600
"$SSH PRIVATE KEY" ~/.ssh/id ed25519
I
SSH_KNOWN_HOSTS Variable [] File 111110 ssh-keyscan my-
server [T111]
StrictHostKeyChecking=no
M1 /Token Variable [0 Masked[ITIT] Protected
IRRRRNENN job 1T
(1l
e [IT1111 job ITITTT] 60011 job TTITIITIIITITI]
e [TTTIII1D protected branch + when: manual + environment + resource group []

o [TTTTITTY deploy token / deploy key[TTTIT] PAT[]

kaniko



0 job OTITITITI registry[111] Docker daemon[]

e [TTTIIITIIIT] docker run / compose [T]T] RUN --mount=type=secret
(T
o [ITIIITIT] DinDI  runner [I11]

e [I1  --cache-repo [II11] registry(]

e [I1 tagl] debug (111  tagIITITITIITITIT] latest [TT]  scratch [TT11]

shell( Cl TITIII1T
e [[] GoogleContainerTools/kaniko [TIT] 2025-06[111] v1.24.0[I] martizih/kaniko

(TITIITITT] osscontainertools/kaniko []

build-image:
stage: build
image:
name: martizih/kaniko:debug # [0 tagOOOO shelloOon
ghcr.io/osscontainertools/kaniko:debug
entrypoint: [""]
script:
- mkdir -p /kaniko/.docker
-
cat > /kaniko/.docker/config.json <<CONF

{"auths":{"${CI REGISTRY}":{"username":"${CI REGISTRY USER}","password":"${CI REGISTRY PASSWOR
D}"}}}

CONF

- /kaniko/executor

--context "${CI PROJECT DIR}"

--dockerfile "${CI PROJECT DIR}/Dockerfile"

--destination "${CI REGISTRY IMAGE}:${CI COMMIT SHORT SHA}"

--destination "${CI_REGISTRY_ IMAGE}:latest"

--snapshot-mode=redo

--compressed-caching=false

--cache=true

--cache-repo="${CI_REGISTRY IMAGE}/cache"



DinD

0 job IO Docker[] build / run / compose[]

e [T] privileged [] runner [TTTITIITITITIT] user-namespace [[IT]

e [[] docker build / run / compose [TTITIT] docker buildx [TTTTIT] binfmt misc
(111110 multi-arch / QEMU T

e [[] daemon([]] job [IITIIIIIID job [ITITITTI registry [T] /artifacts

(11 docker [I11T]

build-and-test:

stage: test
tags: [dind] # « 0000000000 Docker daemon []J runner
image: docker:29-cli
services:

- name: docker:dind

alias: docker

variables:

DOCKER HOST: tcp://docker:2375

DOCKER TLS CERTDIR: ™" # [0 237500 job Q000
script:

- docker build -t myapp:ci .

- docker run --rm myapp:ci ./run-tests.sh

- docker compose up -d --build && docker compose ps

111 runner

(LITITTITITT] runner

[] GitLab runner

e [TTIIII1D - Settings —» CI/CD - Runners -» New project runner[]



e [[1 Tags[Il] myrunner —— [I] job [I] runner [ITTITIIIT] "Run untagged

jobs"[IT11] runner [I111J

e 11111 runner authentication token[] glrt-...

HINRRRNNNNRRRNNNNREDND

runner

(T Docker[] deb/rpm [ITT1T] Kubernetes [TTITITTITITIT] GitLab

(LTIT]

e [TI1 https://docs.qgitlab.com/runner/install/

e [[I1 https://docs.qgitlab.com/runner/register/

10 --url [J https://git.nju.edu.cn/ [] --token [IITT] glrt-...[J --executor [IT]

e [TIT] tags: [myrunner] [] job [TTIIT] runner]
e GitLab - Runners [T111] online[IT1111 job 1111

e [TTITIT] ${CI REGISTRY IMAGE} [] = reg.nju.edu.cn/<namespace>/<project>
(ITITTITITIT]

o [T11T1 Jannnnng $CI_JOB TOKEN [[]]  registry [[[] Masked + Protected [] ClI
(11l

e [[T11T .gitlab-ci.yml [I11J --build-arg SECRET=... [III11J dind[I] RUN --

mount=type=secret [] kaniko [TT11]

e Docker Hub [TTT1T] Dependency Proxy[TTTITIIT


https://docs.gitlab.com/runner/install/
https://docs.gitlab.com/runner/register/

e [TT] tags: [dind] — job [TT111J Docker daemon [] runner]

e 111 services: [docker:dind] - [IT] tcp://docker:2375 []

e [] martizih/kaniko:latest = [[] scratch [T11T] shell] CI [(ITTTIITIIT

martizih/kaniko:debug []

e [TT1T] .gitlab-ci.yml [T] --build-arg SECRET=...

(T TTITTIT] CI/CD 113
mount=type=secret [] kaniko [TTTITIIT]
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