Cl/CD

1 Cl/CDI] git.nju.edu.cnITTTTITIITIT]

e CI/CD [T1T]
o [TTT1 Docker[TTT]




CI/CD [111]

( M runner tag
M /o /0 /M /000000 (O job (1 runner(]
(IO kaniko 111 runnerf]
docker run / compose [] Docker in DinD dind [TTJ runnerf]
Docker
tags [111J
e [TTI11T1 runner[I] tags [IT]  job[] kaniko [TTITIITIT] tags: [docker]
il
o [1TJ DinD[TIT] tags: [dind] ——[TTIT] tag 0 runner[J] job [ Docker[]
e [TT1T] runnerIT1T] runner TTTITTIT] tag[11] tags: [myrunner] []
e [TIIIIIIIN runner [1] "Run untagged jobs" [T1T] tags [] job

[] job

a4 (TIIOOOOD00 000 o e 1111 job[dIT] job
[TTTTTTITIIITTTTITTd stage [J script [ITITI1T 1] job
=0 +00 +I000

o (ITTITITITTITITITIT Docker daemon(T]
e [[] docker build [TTTIIIIIL kaniko / DinD [1T]
e [TIIIIIII0 Docker Hub / gcr.io / ghcr.io / quay.io / nvcr.io / registry.gitlab.com /

registry.k8s.io 1]

/




build:
stage: build
image: node:lts
script:
- npm ci
- npm run build
artifacts:

paths: [dist/]

test:
stage: test
image: node:lts
needs: [build]
script:
- npm ci
- npm test -- --reporter=junit --outputFile=report.xml
artifacts:
when: always
reports:

junit: report.xml

lint:
stage: test
image: node:lts
script:
- npm ci

- npx eslint .

package:

stage: package



image: alpine:latest
needs: [build]
script:
- tar -czf myapp.tar.gz -C dist .
artifacts:

paths: [myapp.tar.gz]

a4 [I] package [ITITJ stage [TITITITITT stages: [build, test,
package, deploy] [] GitLab [TIT] .pre / build / test / deploy / .post [T]

deployment job[]

(TIII11 rsync [] scp[] sftp[] WebDAVIIIIII] kubectl [TITIII] ......
(LTI T LIy script [TTTIIIIII]

aa TTTTTTTTITTTTTT] Token[TT] GitLab [J] CI/CD
(TLITITITTT] -gitlab-ci.yml [TTTTIT]

deploy:
stage: deploy
image: alpine:latest
variables:
GIT STRATEGY: none
environment:
name: production
url: https://myapp.example.com
resource group: production
rules:
- if: $CI COMMIT BRANCH == "main"
when: manual
before script:
- apk add --no-cache openssh-client rsync
mkdir -p ~/.ssh && chmod 700 ~/.ssh
- install -m 600 "$SSH PRIVATE KEY" ~/.ssh/id ed25519
- install -m 644 "$SSH KNOWN HOSTS" ~/.ssh/known hosts

script:



- rsync -az --delete -e "ssh -i ~/.ssh/id ed25519" dist/ deploy@my-server:/srv/myapp/
- ssh -i ~/.ssh/id ed25519 deploy@my-server 'cd /srv/myapp && docker compose up -d'

(IO Settings — CI/CD — Variables[T]
m M m
SSH_PRIVATE_KEY File [T
IO File 1O $SSH PRIVATE KEY
[IITIITIO install -m 600
"$SSH_PRIVATE_KEY" ~/.ssh/id_ed25519
(I
SSH_KNOWN_HOSTS Variable [] File 111110 ssh-keyscan my-
server [T11T]
StrictHostKeyChecking=no
11 /Token Variable [0 Masked[ITIT] Protected
(I job 11T
(1l
e [TTIIT] job [ITTTIIIT] 6000 job T
o T
e [TTTIIT1D protected branch + when: manual + environment + resource group []
e [TIII11I0 deploy token / deploy key[TTTIT] PAT]
0 job (IITIIIID registry[111J Docker daemon[]
o [TTTTIIIIIIT] docker run / compose [T]T] RUN --mount=type=secret
(LTI
e [TTITIIIT] DinDIT]  runner [II1]
o (111 --cache-repo [1II1] registry(]
e [[1 tag[] debug [I11  tagITTITITITIIIT latest [T]] scratch [TT11]

shell] CI T
e [[] GoogleContainerTools/kaniko [TIT] 2025-06[111] v1.24.0[I] martizih/kaniko

(TITTIIITT] osscontainertools/kaniko []

build-image:
stage: build
image:
name: martizih/kaniko:debug # [0 tagOOOO shellggd

ghcr.io/osscontainertools/kaniko:debug



entrypoint: [""]

script:
- mkdir -p /kaniko/.docker
-

cat > /kaniko/.docker/config.json <<CONF

{"auths": {"${CI_REGISTRY}":{"username":"${CI_REGISTRY_ USER}","password":"${CI_REGISTRY_ PASSWOR
D}"}}}

CONF

- /kaniko/executor

--context "${CI PROJECT DIR}"

--dockerfile "${CI PROJECT DIR}/Dockerfile"

--destination "${CI_REGISTRY IMAGE}:${CI COMMIT SHORT SHA}"

--destination "${CI REGISTRY_ IMAGE}:latest"

--snapshot-mode=redo

--compressed-caching=false

--cache=true

--cache-repo="${CI REGISTRY IMAGE}/cache"

DinD

0 job (I1T1 Dockerf] build / run / compose[]

e [[] privileged [J runner [TTTTTTITTITIT user-namespace [[IT]

e [[] docker build / run / compose [TTIIIT] docker buildx [TTITIT] binfmt misc
(TIIII10 multi-arch / QEMU [TTTTTTI T

e [T] daemon([]] job IITIIIIIID job [TTITITT] registry [T] /artifacts

(11 docker [I11T]

build-and-test:

stage: test
tags: [dind] # « 0000000000 Docker daemon []J runner
image: docker:29-cli
services:

- name: docker:dind

alias: docker

variables:

DOCKER HOST: tcp://docker:2375



DOCKER TLS CERTDIR: ™" # [0 237500 job QOO0
script:

- docker build -t myapp:ci .

- docker run --rm myapp:ci ./run-tests.sh

- docker compose up -d --build && docker compose ps

111 runner

(LITITTITITTI runner

[] GitLab runner

o [TTIITI1 - Settings —» CI/CD - Runners -» New project runner[]

e [T] Tags[Il] myrunner —— [I] job [I] runner [IITITITIT "Run untagged
jobs"[IT1T1 runner [I111J

e [T runner authentication token[] glrt-...

HINRRRNNNNRRRNNNNREDND

runner

(M0 Docker[] deb/rpm [IT111T1 Kubernetes [TTTTTTTITIIII GitLab
(II11]

e [TT] https://docs.qgitlab.com/runner/install/

e [TI1 https://docs.qgitlab.com/runner/register/

11 --url [] https://git.nju.edu.cn/ [] --token [TTIT] glrt-...[] --executor [IT]

e [TIT] tags: [myrunner] [] job [ITI1TJ runnerf]
e GitLab —» Runners [IT1T] online[TTI1T] job 1111


https://docs.gitlab.com/runner/install/
https://docs.gitlab.com/runner/register/

o [TITITT ${CI REGISTRY IMAGE} [] = reg.nju.edu.cn/<namespace>/<project>
(LTTITITITIT]

e [IT11T /OITT1T] $CI _JOB TOKEN [ITT]  registry [T[] Masked + Protected [J CI
(1]

e [TTT1T1 .gitlab-ci.yml [T1T] --build-arg SECRET=... [IITI1] dind[I] RUN --
mount=type=secret [] kaniko [TT1T]

e Docker Hub [TTT1T] Dependency Proxy[TTTITIIT

o [TTJ tags: [dind] — job [TT11TJ Docker daemon [] runner(]

e 111 services: [docker:dind] - [IT] tcp://docker:2375 []

e [] martizih/kaniko:latest — [[] scratch [J11T] shell] CI IITIIIIIIO
martizih/kaniko:debug []

e [TITIT] .gitlab-ci.yml [I]] --build-arg SECRET=... [IIII] -
T Cl/CD OO0 DinD 11 RUN --
mount=type=secret [] kaniko [TTTITIITI]




[TTTT] Docker{T1T]

«[III1 CYCDII  DockerIIII] HPCIIIIIIIIIT

(111111 https://git.nju.edu.cn/escience/singularity-example

AINRRRNNNNRRANNNNNRREEN

e [IITI1 rOOt TTTITTITTITTTITTITIT]

o [TTITIITTTI
o [TTTIITITITIIIT
[TTTTITITIIIIITI DockerTTTTITTIIITIITIITIIIIIITI
Singularity[TTTTI1T
(M0 eScience[ITTITIIT] I ITTTITTIT LLITT] (111
ERRRRRNNRNNNY Conda[[IIl]  Python Numpy[TTIITIITITIIIIIIT]

[ Dockerfile [TTT1T]

(1 Dockerfile[TTTTIII] Docker[IT]

FROM continuumio/miniconda3:22.11.1

# [J000000condaf]

COPY .condarc /root/.condarc

# 0000
RUN conda create -n my-env python=3.10 numpy

# 0000

SHELL ["/bin/bash", "--login", "-c"]

RUN conda init bash

RUN echo "source activate my-env" > ~/.bashrc

ENV PATH /opt/conda/envs/my-env/bin:$PATH


https://git.nju.edu.cn/escience/singularity-example

(I .condarc ITTITIITTTTITITIITIITIITITITTTITT] numpy
ARNNRNRNNRERNNEN Python[1T]

(11110 Docker[I1T] docker [TTTTIT]

docker build -t escience/conda-numpy .

44 Docker[II1T] Docker[T] docker.nju.edu.cn []

IRIRNRNRNRNRNRNRNNER

docker run -i escience/conda-numpy python < test.py

[1 CI/CD

CI/CDIIIIIII] git.nju.edu.cn [TTTTITIITIIIII0 .gitlab-ci.yml [TT11]
(LTI T T OO Td

CI/CDIIITITITTTITT gcr.nju.edu.cn [TTTTTIITITTIT

# 0000
stages:
- build
- test
# (000000
build:
stage: build
image:
name: martizih/kaniko:debug
entrypoint: [""]
script:
- /kaniko/executor
--context "${CI PROJECT DIR}"
--dockerfile "${CI_PROJECT DIR}/Dockerfile"
--destination "${CI_REGISTRY IMAGE}:${CI COMMIT TAG}"
rules: # (00000000
- if: $CI_COMMIT TAG
# 0000000

CI/CD



test:
stage: test
image:
name: ${CI REGISTRY IMAGE}:${CI COMMIT TAG}
script:
- python "${CI PROJECT DIR}/test.py"
rules:

- if: $CI COMMIT TAG

RRNRNNRRRNRRRRRRRNNNNNNEN test [TTTITTIITIT

S singularity-example eScience  singularity-example > $RE
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4 [TTTTTTTTTTIT Kaniko
HERNNRNNRNNRNNRRNNRNNRRNRNNEEN docker push
(1111 reg.nju.edu.cn [TITTIT] Singularity[IT1T] [ {01
Dockerfile[MTTTTT T DockerIT]
hpc.nju.edu.cn [TTTITTTTITT] (LTI ITaIIaaTd (11
(IITITTTTITTI Singularity[TT]

singularity build conda-numpy.sif docker://reg.nju.edu.cn/escience/singularity-example:test
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Starting build...

image source signatures

blob 3389e9eb8624 done

blob 3f4cablaafcd done

blob baee49be4542 done

blob 7b4354700ca4 done

blob 69a5d9elecd6 done

blob 8a7al5ceed421 done

blob 5f4e24b7e321 done

config 5187156618 done

manifest to image destination

signatures
info unpack layer: :3f4cablaafcd4fc07267a1l05067db35c0f0ac630e1970f3cdoc7bf552780e985
info unpack layer: :69a5d9elecd6566da53d0978004bdf37dddfabald8a6117966f397b41cbbc529
info unpack layer: :7b4354700cad480732ead22a553¢cc45916dc5466709ca64d964c4647b5b9343e9
info unpack layer: :baeed49be454261120F9770566da694b7e7845¢cf7d279¢cc2421c6b3eed68cOl2c
info unpack layer: :8a7alb5ceed4219b244df17b401664119dfd5b7e52a5659107flee3ec210722373
info unpack layer: :3389e9eb8624121330c272ba23defc59ba31d46273e38cded75e7256edea80ch

147 : info unpack layer: :5f4e24b7e32113995e0417eb5c4de5cbef9be70a4a3841al9cdb2falf3fl2a34
Creating SIF file...
Build complete: conda-numpy.sif

(LITIT1] numpy [(TTTTTTITTIOITIITIITTITT job.lsf 111

#BSUB -q 6140ib
#BSUB -n 1

module load singularity/latest

SINGULARITY="singularity run --env MKL NUM THREADS=$LSB DJOB NUMPROC conda-numpy.sif"
${SINGULARITY} python test.py

1

bsub < job.1lsf

(I bjobs ITTITIITIIIIT] bpeek
AENRRANNNNRRANNNNNRRRRNNNTE

1 CI/CDIIT Docker[IT1T] HPCITIIITIITIIITI eScience
(LTI
e [T1 /IID docker.nju.edu.cn[] gcr.nju.edu.cn[] mirror.nju.edu.cn

o CI/CDIIIIT] git.nju.edu.cn[] reg.nju.edu.cn
e 11111 hpc.nju.edu.cn

O T T T T
OO T
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